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SECURITY is one of the major issue of
the internet.
Everyday, hackers breach the security
and take the advantage of
vulnerabilities to access the confidential
data.  These exploits are attacks
against:
Confidentiality: (being safe from
unauthorized access)
Integrity: (correctness and
comprehensiveness of data) 
Availability: (resources are always
available to authorized user)

The various technical and organizational
measures to be implemented by data
controllers and processors find its mention
in Art.32(1) of the GDPR. One of which
mandates for the periodic testing,
evaluation, and assessment of the
technical and organizational measures to
ensure suitable security. It also specifies
for personal data encryption, security and
reliability of the systems possessing
information, and quick restoration of data
subject’s personal data in the incident of
data loss. To ensure the above is achieved,
one way is to perform periodic penetration
testing exercises. Additionally, Article 35 of
the GDPR commands an impact
assessment of the vulnerabilities, thus
advocating for security at the initial stage. 

INTRODUCTION PROBLEM

Compliance Requirements
As a rule, penetration testing – a sort of moral hacking commitment intended to distinguish
and bring visibility to security vulnerabilities in organizations, frameworks, and applications –
is required. 

GDPR

The one guideline that impacts practically all associations which work in European
business sectors is the General Data Protection Regulation (GDPR). In the UK, the GDPR's
prerequisites are appreciated in the Data Protection Act 2018 (DPA 2018), guaranteeing
they stay set up once the UK finishes its withdrawal from the EU.

PCI DSS

The Payment Card Industry Data Security Standard (PCI DSS) is a base arrangement of
necessities intended to assist organizations with ensuring client cardholder information. All
associations that acknowledge or cycle online card installments are needed to attempt
yearly PCI security reviews to guarantee consistency.



ISO 27001, part of the ISO/IEC arrangement of norms, is a worldwide data security
standard that traces a structure of controls for Information Security Management Systems
(ISMS). To get guaranteed, associations need to construct a set-up of safety controls to
distinguish and address security hazards across their organizations and guarantee they
meet changing security needs after some time.

ISO 27001

PDPB Bill (Draft)

In India, the proposal to put a comprehensive data protection law was conceived as the
aftermath of the historic privacy judgment, K.S. Puttaswamy v Union of India,  in 2017.
After that, the first draft Personal Data Protection Bill was introduced in 2019, which is
brought as a replacement to Section 43A of the Information Technology Act,2000. The Bill
defines Data fiduciary, Personal Data, and categorizes it into Sensitive Personal Data, and
Critical Personal Data; Data Principal/or users and confers rights on them as well. It also
prescribes stringent monetary punishments amounting to INR 50 million or 2% of the
company’s global turnover, whichever is higher for the violation of the provision(s)
prescribed. The problematic provision includes that of exemption mentioned in Clause 35
of the Bill. Another factor is that the Personal Data Protection Bill, 2019 has overlooked
significant suggestions made in the report by the Committee Experts headed by Justice
B.N. Srikrishna thus revising the 2018 Bill. Even though the Bill does not offer clarity as to
its retrospective effect on existing companies, it is highly recommended that they upgrade
their system and privacy per the 2019 Bill’s mandate.

Here are few considerations to think about before choosing a low-cost
automated penetration testing service :



Code Assisted 

Our penetration testers will have
access to the source code of the
application; effectively enabling the
team to use the code alongside
testing activities as a means to gain a
thorough understanding of the target
application and enhance the accuracy
of the findings discovered during
testing.

Cloud 

AWS: Our AWS pentest is an exercise
in which our Core pentester carries
out an assessment over the Amazon
web services cloud environment and
all of its internal and external
components. 

An external network pentest helps
organizations to get an assurance on
how resilient their IT infrastructure is
against today's advanced attacks
launched by attackers. Such tests
reveal a hacker’s view of the network
and help organizations to understand
their security preparedness against
evolving threats. 

External Network

Our team does testing for
applications on all mobile platforms
including iOS, Android, and Windows.
Our penetration testers go beyond
looking at just common API and web
vulnerabilities to examine the risk of a
mobile application, leveraging OWASP
Mobile Top 10 and methodologies to
assess the security.

Mobile Application 

Our web application penetration
testing service leverages the Open
Web Application Security Project
(OWASP) Application Security
Verification Standard (ASVS) and the
OWASP Testing Guide, which together
create a comprehensive framework
for assessing the security of web-
based applications, as the foundation
for our web application assessment
methodology.

API penetration testing is very similar
to web application penetration testing
and so the Tsaaro API penetration
testing methodology is based on the
same foundation – the OWASP Top
10, the OWASP ASVS, and the OWASP
Testing Guide.

Web Application API 

Vulnerability Assessment and Penetration Testing

Vulnerability Assessment is the way toward pinpointing, registering, and positioning
the vulnerabilities in the framework. After vulnerability evaluations, which are being
utilized to distinguish and stock different openings inside the association's
frameworks. Penetration testing endeavors to abuse any of the weaknesses to acquire
unapproved access.

Types of VAPT

https://cobalt.io/blog/what-you-need-to-know-about-aws-pentesting
https://www.linkedin.com/learning/learning-the-owasp-top-10
https://www.owasp.org/index.php/Category:OWASP_Application_Security_Verification_Standard_Project
https://www.owasp.org/index.php/OWASP_Testing_Project


Testing Methodologies

This is a real-life hack simulation. A
strategic approach is used to identify
issues and to test your ability to
detect and respond to an attack.
We progress from reconnaissance,
through gaining a network foothold,
moving laterally to the valuable
information, and simulated
exfiltration.

Red Teaming

A combination of White/Black box testing,
performed with limited information about
the internal functionality of the system.
To test the overall network with full
disclosure but look at some applications
with no starting information. This will be a
tailored offering to you, based on your
drivers and goals.

Gray Box Testing

We are provided with information on
the target systems, full permissions,
log-in credentials, and IP
ranges/URLs. This is designed to
identify the majority of vulnerabilities.
The benefit is that time/cost is
reduced, as the tester is provided
with everything they need to provide
a full assessment.

White Box Testing

Starting from scratch with discovery
and reconnaissance to identify and
navigate the client's networks and
applications. No internal information
is provided to pentesters.
This takes more time, and therefore
cost, but it does give a clearer view of
the security and sophistication levels.

Black Box Testing



APPLICABILITY DIAGRAM

This diagram will help in determining which type of testing would be best suited for
your company.



OUR APPROACH TOWARDS VAPT

PRE - ATTACK PHASE

ATTACK PHASE

DOCUMENTATION

PHASE

Information Gathering : Scanning Network :

Vulnerability Analysis and

Assessment :

Exploitation / Penetration :

Remediation / Reporting :

The first of the five stages of VAPT is
information gathering. The
organization being tested provides
the penetration tester with general
information about in-scope targets.

The information gathered is used to
determine ports and services that
were available for targeted hosts, or
subdomains, available for web
applications.

After interpreting the results from the
vulnerability assessment, our expert
penetration testers use manual
techniques, human intuition, and
their backgrounds to validate, attack,
and exploit those vulnerabilities.

Identify any potential security
weaknesses that could allow an
outside attacker to gain access to the
environment or technology being
tested.

We deliver our findings in a report format which includes narratives of where we
started the testing, how we found vulnerabilities, and how we exploited them, the
scope of the security testing, and recommendations for corrections.



BENEFITS OF VAPT
A vulnerability scan isn't sufficient to secure your activities. You need a security
supplier with vulnerability assessment preparation and the abilities to carry out
the progressions that are offered by the evaluation cycle.

There are several advantages that come with working alongside a

service provider with the tools and techniques to strengthen your

weaknesses:

Detect security weaknesses before attackers do.
An inventoried list of all the devices on your network, with their purpose
A listing of vulnerabilities for each device.
Preparation for future upgrades.
Established security records for later assessments.
A plan for the risks vs. benefits of optimizing your security investments.

Difference between VA and PT

Attain a prioritized list of
vulnerabilities in the
environment so that
remediation can occur.
Gathers targeted information
and/or inspects the system.
Vulnerabilities are
determined along with their
risk rating and the final
report is published.
It is non-intrusive,
documentation, and
environmental review and
analysis.
Focus: Breadth over depth

Vulnerability Assessment Penetration Testing

Determine whether a mature
security posture can
withstand an intrusion
attempt from an advanced
attacker with a specific goal.
Makes a directory of assets
and resources in a given
system.
Discovers the potential
threats to each resource.
Allocates quantifiable value
and significance to the
available resources.
Focus: Depth over breadth



  Identification of risks

CONCLUSION
In this paper, we focused on the vulnerability assessment and penetration tests
that give security, an ethical way to identify and evaluate system weaknesses
and then mitigate the risks based on the results of such tests. Conducting a
Penetration test also ensures that CIA i.e. Confidentiality, Integrity, and
Availability of data is maintained.

An organization needs to determine
the vectors that were used to gain
access to a compromised system.
Combined with forensic analysis, a
penetration test is often used to re-
create the attack chain, or else to
validate that new security controls
put in place will thwart a similar
attack in the future.

To prevent an attacker from
stealing our confidential data,
Vulnerability Assessment &
Penetration Testing is necessary.
Organizations need to scan the
external and internal available
infrastructure and applications to
protect against all types of threats.

Through PT exercises we can
identify the vulnerabilities and can
get recommendations to mitigate
the issue in the assessment report.
It can also identify vulnerabilities
that may be difficult or impossible
to detect with automated network
or application vulnerability scanning
software.

VAPT assessment can also provide
evidence to support increased
investments in security personnel
and technology to C-level
management, investors, and
customers.

  Proactivity

VAPT being Proactive in nature
enables an organization to know
about the possible set of threats
and attacks even before their
actual occurrence.

  Necessity

  Need to secure Web Apps

Securing web applications is a high
priority since security vulnerabilities
in web applications could outcome
a breach of confidential data, affect
web application availability, or
breaking of data reliability.

Increased InvestmentsPost security incident



COMPANY PROFILE

Tsaaro provides privacy and
cybersecurity services to help
organizations meet regulatory
requirements while maintaining a
robust security infrastructure. 

Our industry-standard privacy
services include Privacy compliance,
DPO-as-a-service, Vulnerability
Assessment & Penetration Testing,
Cyber Strategy, DPIA to name a few,
delivered by our expert privacy
professionals recognized by IAPP.

We take a pragmatic, risk-based
approach to provide our clients with
real-world, workable advice, and
support, that helps them deal with a
wide range of security and privacy
challenges.

CONTACT US 
You can assess risk with respect to
personal data and strengthen your
data security by contacting Tsaaro. 

Email us: 

info@tsaaro.com
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